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Nobody Comes Close

. Some Vulnerabilities

 Questions
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Ghost Routing (LAND), smurfing, teardrop, boink
SYN Sniping (reset killing)

Webserver DoS (Apache, IIS - rewrite access list)
SYN flooding (Neptune, flood)

Data/Service bombs (UDP, ICMP, finger)

Service loops (chargen, echo), NTWINS

OS specific bombing (time, memory leaks)

High port overflows; server fills (routed, syslog)
Hostile Applets (Ungr8ful, Downtime)
Mailbombing (UpYours, Avalanche, Unibomber, DnD)
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» Severs running OTHER services beyond httpd

e Forms/scripts - ‘phf’,‘php’,‘campus’, ‘handler’
exploits (NCSA/Apache)

« counter exploits and cgi-bin test scripts

e True directory listings

e Domino - link redirection

o Uploader.exe (O’Reilly)

« modifications to ‘.htaccess’ if attacker has ftp access

« Web spoofing redirects; hidden files (HFF)
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Widely available tools/easy to use

Manipulation of reassembly techniques at
target |

Blows past anything that allows fragmented
packets -

Partial solution in RFC 1858
NT(pre SP3) through PF firewalls
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e Manipulate ftp PASV mode

e Use PORT and QUOTE to send scripts
« (Gain access to unauthorized ftp sites

« Looks legitimate

o Similar methods used for untraceable mail,
News

 Fill servers, hop firewalls

« other versions use PORT to make calls to
internal

« Exploit authentication mechanism
e Force pwd file to core
«"'8dme ftp servers host ‘.rhosts’ file
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Non-sequential dialing of area prefixes
‘“WELCOME’ messages and login help
People assume being unpublished is safe

WAR/Demon dialers are being developed
TonLoc / PhoneTag / A-dialer / Z-hacker
Access networks through dial-in

Advanced to beat tracking and tracing
see Shipley (1997)

7/17/98




96

 Forged UDP packets can corrupt BIND/WinNT nameserver caches
« Based on servers handling recursive queries

e Add an ‘A’ record to the DNS of victim.com to resolve
www.anotherhost.com to 127.0.0.1

« Capturing dns.victim.com packets to dns.attacker.com allows
retreival of qid0 (query ID) of dns.victim.com

 Send query to dns.victim.com asking for www.anotherhost.com
using next qid

“» Flood dns.victim.com with spoofed replies from

dns.anotherhost.com saying that www.anotherhost.com is 127.0.0.1
(or whatever)
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. Broken (config) Firewall - AcK storm, SYNACK flood
« Buffer overflow attacks

* Plaintext sniffing (hijacking)

« Social Engineering

 NT (broken) on external

« Bad network config (NAT)

* Protocol tunneling
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« Learning the threats

« |earning where you are vulnerable
« Assess your weakness

« Show upper managers ($%$9)

« CONVINCE upper managers

« Countermeasure application

« Reasses

* Try and keep up....
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